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SPECIFICATIONS
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> VHDL IP for FPGA network interfaces
- Provided as encrypted RTL

> Provides 10 Gbps and 40 Gbps ethernet interface options

> Aligned with NCDSMO RTB v2.1 MLS NIC requirements
(MLSWNR)

> NSA ethernet data encryption standard compatible traffic
encryption/authentication (AES-256-GCM)

> IPv4 & CIPSO data labeling

> Northbound interface: AXI-Stream

> Southbound interface: xilinx ethernet MAC
- Other interface options available

> Typical Xilinx FPGA usage at 10 Gbps
- LUTs/FFs: 100K/90K
- Internal memory: 230 BRAM
- Clock rate: 156.25 MHz
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> Runtime application

- Executable for Linux environments and necessary drivers

> Provides transport enforcement policy root-of-trust
> Built-in key generation function
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> Windows application with GUI

> Builds the policy file for the runtime security manager
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LICENSING

> Integration License
- Provides integration and development licenses for your
project with unlimited seats

> End Product License
- Recurring pricing based on number of ports per system
and port speed with quantity discounts

> Support
- Monthly or annual arrangements available

This document consists of L3Harris general capabilities information that does not contain controlled technical data.



